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Abstract

Most tuning discussions deal with a single query
at a time, but what happens when 'conflicting'
queries run simultaneously?

The questions we will examine in this session
are:

1) How can we troubleshoot concurrency
problems?

2) How index our queries to allow multiple
queries on the same data to be run
simultaneously?
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Overview

Transaction Control
Locking Basics

Locking and Indexes
Deadlocks

Maximizing Concurrency
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Transaction Control

» Purpose of Transactions

* Preventable Scenarios

» Transaction Isolation Levels
» Transaction Control in TSQL
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Transaction Basics

+ Allow Correctness of Operations To Be
Verified

 Exhibit Four Properties (ACID):
— Atomicity
— Consistency
— Isolation
— Durability
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Preventable Scenarios

* Lost Updates

— True data inconsistency

» Dirty Reads
— Sometimes worth the cost

Non-Repeatable Reads
— Prevention isn’t always preferred

Phantoms
— Only relevant if INSERTSs are occurring
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Transaction Isolation Levels
» True Isolation Is Expensive in Concurrency Terms
— Trade off between correctness and concurrency
» ANSI SQL Defines Four Distinct “Isolation Levels”
— SQL Server implements all ANSI defined isolation levels

Isolation Level Dirty Non-Repeatable Phantom
Read Read
Read
Uncommitted Yes Yes Yes
Rea_d No Yes Yes
committed
Repeatable No No Yes
read
Serializable No No No

Transaction Control in TSQL

» Explicit Transaction

— BEGIN TRANSATION .. COMMIT
TRANSACTION

* Implicit Transaction
— SET IMPLICIT_TRANSACTIONS ON
— sp_configure ‘user options’, 2

* Autocommit Transaction
— Statement Level Implicit Transaction
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Locking Basics

» Types of Locks

+ Unit of Locking

* Duration of Locks
* Lock Compatibility

* Relevant System Tables and Procedures
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Shared

Exclusive

Update

Types of Locks

Schema Locks

Bulk Update
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— Table
— Page
— Index Key

Unit of Locking

» Basic Lock Resources

— Index Key Range

— Row

» Other Lock Resources

— Database
— File

— Index

— Extent

— Application

* Intent Locks
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— Special indicators in the lock table

Duration of Lock

* Lock Timeout
— User configurable lock time-out

« SET LOCK_TIMEOUT 10000
* Lock Mode and Transaction Isolation Level

Lock Mode

Read Committed

Repeatable Read /
Serializable

transaction unless
promoted to
Exclusive

Shared Held until data read | Held until end of
and processed transaction
Update Held until end of Held until end of

transaction unless
promoted to Exclusive

« | Exclusive

Held until end of
transaction

Held until end of
transaction




Lock Compatibility

Lock Mode Already Granted

Mode Is |s U IX |SIX |X Sch | Sch |BU
Requested S ]

IS Yes |Yes |Yes |Yes |[Yes [No |Yes |[No |No
S Yes [Yes |Yes [INo [No [No |Yes |[No |No
U Yes |[Yes |[No |[No [No [No |Yes |[No |No
IX Yes [No |No |Yes INo [No |Yes |[No |No
SIX Yes [No |[No [No [No [No |Yes |[No |No
X No [No |[No [No |[No |[No |Yes |[No |No
Schs Yes |Yes |Yes |Yes [Yes |Yes |Yes |[No |Yes
SchM No |[No [No |[No |[No |[No |No [No |[No
BU No [No |[No [No [No |[No |Yes |[No |Yes
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System Tables and Procedures

» System Tabl
— Sysprocess
— Syslockinfo

es
es

» System Stored Procedures

— Sp_lock
— Sp_who2

» Extra

— Sp_blockinglocks
— Sp_how_many_waiting
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Key Columns in Sysprocesses

» Waittype

— [0..0x20] — Locks. # corresponds to lock mode in spt_values where

type = ‘LR’

— 0x21 — Miscellaneous /O (sort, audit, direct xact log 1/0)
— 0x81 — Waiting to write the Xact log
— 0x800 — Waiting for network 1/0

[0x420-0x425] — Buffer 1/0 latch

— 0x200,0x208 — Parallel query coordination

* Waittime

— Time (in ms) that thread has been waiting for resource

» Lastwaittype

— Last (or current if waittime > 0) resource type waited on.
» Waitresource
— Specific resource waited on
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Lock Mode in Syslockinfo

Mode Requested | Abbrev. | Code | Description

‘Schema-Stability Sch-S 2 Used when compiling queries

Schema Modification Sch-M 3 Used when a table data definition language
operation (e.g. dropping a table) is being
performed

Shared S 4 Used for reading

Update u 5 Used to evaluate prior to writing

Exclusive X 6 Used for writing

Intent Shared IS 7 Have shared lock(s) at a finer level

Intent Update u 8 Have update lock(s) at a finer level

Intent Exclusive X 9 Have exclusive lock(s) at a finer level

Shared Intent Update Siv 10 Have shared lock with intention to acquire
update lock at a finer level

Shared Intent SIX 11 Have shared lock with intention to acquire

Exclusive exclusive lock at a finer level

Update Intent uix 12 Have update lock with intention to acquire

Exclusive exclusive lock at a finer level

Bulk Update BU 13 Used when bulk copying data into a table
and either TABLOCK hint is specified or the
table lock on bulk load table option is set

Lock Resource In Syslockinfo

Resource Abbrev. | Code |Sp_lock Format

Database DB 2 Database (dbid column)

File FIL 3

Index IDX 4 db_id:object_id:index_id
[subresource]

Table TAB 5 Table ID (ObjID column)

Page PAG 6 File#:Page# of the page

Index Key KEY 7 6 bytes hash value

Index Key KEY 7 6 bytes hash value

Range

Extent EXT 8 File#:Page# of the first
page of the extent

Row RID 9 File#:Page#:Slot#

Application APP 10 6 byte hash value

Locking and Indexes

Concurrency Within Indexes
Indexes Help SQL Server Choose Ideal Locking Unit

Index Scan Provides Knowledge of Data Values
— Table Scan must look at every row and LOCK it!

Compare Clustered vs Nonclustered Indexes

No Hot Spots in SQL Server 2000

— Row Level Locking

— ReUse of Free Space

Table Scan Cansglock on Row Lock
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Controlling Locking

Lock Hints

— Unit

— Duration

— READPAST

» Lock Timeout
— Set value in milleseconds
— Does NOT rollback transaction
— Check for error 1222

* Index Options

* Isolation Level

* Transaction Mode
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Index Options

* sp_indexoption
— AllowRowLocks
— AllowPagelocks
— DisAllowRowLocks
— DisAllowPagelLocks

« Cannot Disable TABLE Locks!

» Check Status With INDEXPROPERTY( )
INDEXPROPERTY ( table_ID , index , property )
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Deadlocks

What is Deadlock?

* Deadlock Detection
» Handling Deadlock

* Deadlock Avoidance
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What is Deadlock?

» Two Processes Mutually Blocking Each
Other

Blocking of Others Resources Locks Can
Cause Deadlocks

— Parallel Query Resources

— Threads

— Memory
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Deadlock Detection

* Lock Manager Detects Deadlock Automatically
» Background Process Called LOCK_MONITOR
1.Sleep for 5 seconds
2.1f deadlock detection counter > 0, go to step 6
3. Chgck for blocked lock requests and flag any blocked
spids
4.1f previously flagged spid is still waiting, search for
deadlocks. If none, return to step 1.

5.Handle the deadlocks. Set deadlock detection
counter =3

6.Check for deadlocks on each lock request

7.1f no deadlocks found, decrement deadlock detection
counter by 1

8.Return to step 1
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Handling Deadlock

» Process with Cheapest Transaction is Chosen as Victim
— Transaction rolled back
— Error message 1205

» Developer Must Check For 1205
— Pause briefly
— Resubmit

— Keep track of deadlock frequency
— Occasional deadlocks are not a major problem

» Some Distributed Deadlocks Cannot Be Detected
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Deadlock Avoidance

» Minimize Blocking
 In-order Resource Access
* Bound Connections

« Add and/or Remove Indexes to Provide or
Remove Alternate Access Path to the
Desired Resource

SET DEADLOCK_PRIORITY LOW
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Steps to Maximize Concurrency

* Analyze Long Running Queries

» Check for Appropriate Transaction
Management

» Check Lock Granularity
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Minimize Blocking

+ Common Causes of Blocking
— Long Running Queries or Transactions

— Inappropriate Transaction or Transaction
Isolation Level

— Losing Track of Transaction Nesting Level

— Undetected Distributed Deadlock?

— Lock Granularity Too High (or Too Low)

— Compile Blocking

— Not Processing Result Quickly or Completely
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Analyze Long Running Queries

+ Blocking Process (spid)
— Typical
* sysprocesses columns: status=runnable,
waittype=non-zero
« Profiler Trace Event Duration Column: high value
— Likely
« High values for sysprocesses columns: cpu,
physical_io, memusage
— Possible

» Missing Column Statistics Event, SP:Recompile Event

» Need To Troubleshoot Slow Query
Performance

— Tune indexe&]L%LQer Magazine Live!

Querying For Waits

* Look For User Threads That Have Been Waiting
On Any Resource For > 5 Seconds.

SELECT spid, waittime, lastwaittype, waitresource

FROM master..sysprocesses

WHERE waittime > 5000 -- Report any waits > 5 seconds
AND spid > 50 -- In SQL 2000 all user spids are > 50

-- this should be ~12 in SQL 7.0

Different Resources Have Different
Characteristic Wait Periods
— Latches — 10’s-100’s ms

— Locks — Hopefully seconds
— Writing to log - < 2804 Rerver Magazine Live!

Query for Long Waits

» Use Sysprocesses to Report:
— Locks held > 10 seconds
— Data page I/0 waits > 1 second
— Blocked network 1/0 > 10 seconds
— Log I/0 > .5 seconds

select spid, waittime / 1000.0 as [Wait Time (s)], lastwaittype,
waitresource

from master..sysprocesses
where spid > 50 and
(((waittype between 1 and 32) and waittime > 10000) or

((waittype between 1056 and 1061) and waittime > 1000)
or

(waittype = 2048 g%ncsiemweaittignrgﬁ 10000) or
(waittype = 129 and waittima > 500))




Check for Appropriate Transaction
Management

» Look For:
— Can size of transaction can be reduced?
— Can application use a less restrictive isolation level
« Microsoft Transaction Server’s Default Isolation Level is
Serializable
» Troubleshoot Application Performance
» Check Sysprocesses for Blocking Process (spid)
— Typical:
« sysprocesses columns: status=runnable, waittype=non-zero,
open_tran>0

— Possible:
« SQL:BatchStarting Event Text Column: ‘SET IMPLICIT

TRANSACTION ON’
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Finding Long Transactions

+ Use DBCC OPENTRAN
* Query Sysprocesses and Syslockinfo

SELECT
spid,cmd, status, loginame, open_tran
datediff (s, last_batch, getdate ())

As [WaitTime (5)]

FROM
master..sysprocesses p

WHERE

open_tran » 0 and spid » 50 and

datediff (s, last_batch, getdate ())

exists (select *
from master..syslockinfo 1
where req spid = p.spid and rsc_type <> 2)

> 30 and

» Check Transaction Nesting Level
» Check Application Locking for Rollback and Cancel

* Use SQL Profiler  sq; sewer magazine Livet

Lock Granularity Too High | Low

» Look For:
— Has application hard coded lock hints or
used sp_indexoption?

» Check Sysprocesses for Isolation
Level

» Use Trace Flags To Disable Lock Hints
— See If Blocking Is Reduced

SQL Server Magazine Live!




Compile Blocking

» Check Sysprocesses
— Typical
« sysprocesses column: waitresource=[COMPILE]
« sp_lock: resource=[COMPILE]
— Possible
« High value for sysprocesses column: cpu
* Resolution

— Check to see if two part name (owner-qualified)
is used on stored procedure

— Troubleshoot stored procedure recompile
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Summary:
Avoiding Concurrency Problems

» Keep Transactions Short and in One Batch
* No User Interaction During Transactions

* Rollback when Canceling; Rollback on Any Error or
Timeout

» Beware of Implicit Transactions
* Process Results Quickly
* Reduce Isolation Level to Lowest Possible

+ Stress Test at Maximum Projected User Load Before
Deployment

+ Proper Indexing — Index Tuning Wizard or Index Analysis
+ Other Possibilities to Consider:
— Locking hint, Index hint, Join hint
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Thank you!

Please fill out a
session evaluation
form

(blank forms are
located in your book).

Drop completed
session evaluations in
the basket as you exit
the room.
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