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Client-Server is Dead

» Users have a one-to-many relationship
with servers

+ Servers share data storage with other
servers

» Servers act as proxies for their users

» Users and servers form an interconnected
web of relationships
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Authentication & Authorization

 Authentication — verification of a user’s
identity
— SQL Server Authentication
— Windows NT/2000 Authentication

+ Authorization — specification of allowed
operations
— SELECT, INSERT, UPDATE, DELETE
— Create Database, Create Table, etc.
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The Holistic Approach

* Holistic - Emphasizing the importance of the
whole and the interdependence of its parts
*  Knock, knock!
— Authentication happens at multiple points
— Domains promote single, unambiguous identity
* It's a sunny Tuesday in Florida, therefore, we
must all wear green socks.
— Permissions can be different on different servers
— Windows groups allow management across servers
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The Holistic Approach (cont.)

+ Shh! Someone may be listening!
— Packet sniffers are common place
— SSL & IPsec protect the data channel
 Private Party! By Invitation Only!
— Man in the middle attacks are easy
— Kerberos keeps conversations private
» Hacking is 1% perspiration & 99% determination
— Most hackers look for easy targets unless you
have something they want
— Encrypting or obscuring data makes getting it
useless
+ 7x13=28
— Risk of inconsistent data is increasing
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— Distributed transLa%:etions, tzF?eng'vgrs, and logs

Plugging the Security Holes

Use Windows 2000

— Disable SQL Server Authentication

— Windows 2000 domains

— Run SQL Server on Windows 2000 Server
SQL Server 6.5?

— Upgrade!

SQL Server 7.0?

— IPsec or the Multiprotocol Network Library
SQL Server 20007?

— SSL, IPsec, Multiprotocol library

— Kerberos
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Permissions for the Enterprise

» Accounts -> Global Groups -> Permissions
— Or AGRP if using SQL Server logins too
+ Database users don'’t have to be in sysusers

— GRANT SELECT on MyTable to [MyDomain\Domain
Users]

— sp_addrolemember 'test’, 'ss7-w2k-srvitest db users'
+ Only DBO is the DBOO
— Only sysadmins should be DBO
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To Deny, or Not to Deny?

» Passive vs active permission assignment

* Example:

— Grant SELECT on MyTable to MyUsers
DENY SELECT on MyTable to
[myDomain\Domain Users]

» Deny != Revoke

— Revoke SELECT on MyTable From
[myDomain\Domain Users]
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Everyone Has a Role

* You have to trust your administrator — but trust
nobody else

» Should everyone be an administrator?
— All server roles are administrator roles

— Db_owner, db_accessadmin, db_securityadmin,
db_ddladmin, and db_backupoperator roles are
database admin roles

* Use db_denydatareader and db_denydatawriter
as little as possible

* Beware of the Public role

SQL Server Magazine Live!




Applications running on
desktops

Let Windows handle authentication

If application needs data on multiple servers
— Issue multiple queries and collate on desktop

— OR use distributed queries and collate on SQL Server

Encrypt the data channel
— Especially with wireless communications

Use AGP or AGRP
Consider application roles
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ASP applications

Consider Basic or Integrated Windows
authentication

Use stored procedures to limit access
— Revoke permissions on tables

Log changes with triggers
Turn on auditing

Do not put your DBMS directly on the
Internet
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.NET Applications

Come to my next session

Encapsulate data access within
components or web services

Try to resist using SQL Server
authentication

Minimize the use of roles
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Some Light Reading

SQL Server Security Handbook, published
by Wrox

http://www.WinNetSecurity.com
Http://www.Microsoft.com/SQL

SQL Server Magazine, of course!
(http://lwww.SQLMag.com)
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