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Session Information

• Not a tutorial on how to hack Web sites
– Will cover some of the basics
– Won’t disclose what sites I tested these 

methods on
• Covers defenses so you can protect 

yourself
• Focus on SQL Server, but concepts apply 

to any database
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The Risks

• Unauthorized logins
– Privileges escalation

• Execution of system SPs
– xp_cmdshell! xp_regread! sp_makewebtask!

• Evading auditing
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Attack Strategies

• Include extra executable code
– Capitalizes on ;

• Modification of HTML in page
– Use hidden fields

• Time delays to verify command execution
– Useful when no error info returned

• Many, many more

Demo

Let’s attack some code
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Recommendations
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Validation

• Validate, validate, VALIDATE!
– Regular expressions are usually best
– Allow only the characters that truly are valid
– No spaces, if possible
– Don’t trust anything the user inputs
– Dangerous characters: space, apostrophe, -- or //, or, 

and, union, ;, select, delete, drop, …
– Limit length of input and in db (no varchar(50) for first 

and last names, for example
– Validate data type
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Input Manipulation

• Wrap user input in apostrophes, even 
numeric input

• Philosophy
1. Don’t try to massage bad data into good
2. Don’t rely only on rejecting bad input alone

• Attacks change over time
3. Accept only good input
Combination of 2 and 3 probably best
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Databases

• NEVER leave the sa password blank, and 
NEVER use the sa login
– Beware of MSDE

• Run app under narrowest possible 
permissions
– NEVER local system or sa accounts!
– Restrict domain account privileges
– Restrict access to built-in SPs

• Xp_cmdshell, xp_regread, and many others
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Database Lockdown

• Enable only the network libraries you’re 
using

• Use low-privilege application users
– Remove unused accounts

• Verify strong passwords are in use
• Remove sample databases
• Delete unused extended SP DLLs
• Log activity
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Web Apps

• Don’t use querystring variables in SQL
• Don’t EVER reveal SQL Server or 

application error information
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Stored Procedures

• Generally much safer, but no guarantees
– Building a dynamic SP/parameter is 

dangerous
– Using parameterized query usually safe

• Used properly, parameters are not 
considered executable code

• Don’t use dynamic SQL in SPs
• ALWAYS use stored procedures for 

access

SQL Server Magazine LIVE!

Thank you!

• Please drop off your 
session evaluations in 
the basket at the back 
of the room!

• Your comments are 
greatly appreciated!



 


