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Differences in Design

• Disconnected recordsets
• Uncoordinated updates
• More SELECTs than UPDATES
• More risk of deadlock
• Greater flexibility in authenticating identity
• More dependence on operating system to 

protect data
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Authentication is the Key

• All operations depend on user’s identity
• Only application roles operate 

independently of user’s security context
• SQL Server Authentication can work when 

Windows accounts not available
• Windows authentication preferred 
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ASP.NET & SQL Server
• Two part process

– Client to IIS – SSL, X.509 Certificates
– IIS to SQL Server – SSL, NT/2000 Accounts

• SQL Server Authentication breaks chain of trust
• Four ways to use NT/2000 accounts

– Basic Authentication
– Digest
– Integrated Windows Authentication
– Mapping X.509 client certificate to NT/2000 account

SQL Server Magazine Live!

Configuring ASP.NET

<configuration>
<system.web>

<authentication mode=“Windows” />
</system.web>

</configuration>
• The starting point for using Windows accounts in 

SQL Server.
• Request will use the client’s security credentials.
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Demo: WhoAmI
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.NET Applications
& SQL Server

• Code security is independent of role security
• Application controls authentication mode

– Generic Principals
– Windows Principals
– Custom Principals

• SQL Server is ignorant of how user 
authenticated within application

• You must decide where permissions will be 
checked
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Impersonation

• Used when application needs to access 
data with someone else’s security 
credentials

• Demo: IamBatman & IamRobin
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Planning Permissions
• Is there more than one database server?

– Yes – Use Windows Authentication and Windows 
groups

– No – Could use SQL Server authentication
• What data is on each server?
• How will client use the data?
• Does client have direct access to SQL Server?
• How much access should the client have?
• Where will data integrity be implemented?
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Updateable Views &
Stored Procedures

• Obscure data by forcing users to work 
through views and stored procedures

• Views can hide portions of a table
• Stored procedures can implement more 

complex data integrity checking
• Data rules on SQL Server, business rules 

in .NET
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Application Design 
Considerations

• Read once, use many times
– Authentication happens often
– Securing data channel incurs overhead

• Best practices for security in N-tier 
applications generally apply to .NET

• Plan for conflict resolution
• Use the Crypto API to obscure data within 

the database
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Further Reading

• SQL Server Security Handbook, published 
by Wrox

• .NET Framework SDK documentation


