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SQL Agent Overview

» Job server, implemented as NT service
— Jobs contain 1 or more job steps: CmdExec, T-SQL,
Active/X Script (VB, Java or Perl Script)
— Jobs are invoked via (recurring) schedules,
immediate (sp_start_job), on idle or via alerts
» Alerting
— Alerts are triggered by SQL Server errors or
performance monitor thresholds

— Alerts can notify an Operator via email, pager or NET
SEND

— Event forwarding (NT only)
+ Distributed job execution, MSX-TSX (NT only)
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SQL Agent Architecture Overview
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SQL Server Dependencies

+ SQL Agent:
— Depends on SQL Server to be running
« Paired by instance
— Enforced via service dependency (NT only)
« Starting SQL Agent, triggers start of SQL Server
« Stopping SQL Server, triggers stop of SQL Agent
— Can connect to SQL Server
+ Required to connect as sysadmin (SQL Agent svc accnt)
+ If SQL Agent cannot connect or is not member of sysadmin role,
SQL Agent service stops
« Verified using: exec sp_sqlagent_has_server_access
— SQL Agent service needs to run under Administrator privilege
« To access LSA, if you use proxy account or standard security
connection

SQL Server Magazine LIVE!

SQL Agent Persistence

* All job information is stored in msdb
+ SQL Agent SP’s update msdb.

— SQL Agent is signaled using
msdb.dbo.sp_sqlagent_notify and refreshes
the internal data structures accordingly.

* Only when using the SP’s, not when directly
updating the system tables!

» SQL Agent configuration information is
stored in the Registry
— By default automatically read every 90 secs.
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Physical Data Model

systargerservers 1 T sy jobservers
.
1 1.n
1..n 1
<>
0..n
systargetserver sysjobs 7 SV tegories
groupmembers
1.n 1
1 1.n 0..n
A g <>
systargetserver ysjobstey sysjobschedul
groups
SQL Server Magazine LIVE!

SQL Agent System Tables

» Core ¢ MSX-TSX
— sysjobs — sysjobservers
— sysjobsteps — systargetservers
— syscategories — systargetservergroups
— sysjobschedules — systargetservergroupmemb
— sysjobhistory ers
— sysalerts — sysdownloadlist
— sysoperators - sqlagent_info
— sysnotifications « 6.x Mapping
 Security — systaskids
— syscachedcredentials
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Important SQL Agent SP’s

* sp_get_sqlagent_properties
sp_set_sqglagent_properties
— Sets/gets configuration in Registry/LSA
* sp_sqglagent_has_server_access
— Determines access level (sysadmin membership)
» sp_sqglagent_get_perf_counters
— Called by Alert Engine for PerfMon thresholds
— DWORD PerformanceSamplingInterval = 20s
» sp_sqglagent_notify
— Signal SQL Agent about changes in jobs, schedules,
alerts, configuration etc.
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SQL Agent XP’s

* Xp_sqglagent_enum_jobs
— Returns real jobs status from job cache (used by
sp_help_job)
* xp_sqglagent_notify
— Notify SQL Agent of changes in system tables /
setting, called by msdb.dbo.sp_sglagent_notify
* Xp_sqglagent_monitor
— Monitors SQLServerAgent and detects if it crashes.

— Syntax xp_sqlagent_monitor
%command =['START' | 'STOP,
netsend = ['<NET SEND Address>' | NULL],
restart = <restart attempts (0 to 8)>],
quiet =[1 (true) | O (false)]
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SQL Agent XP’s (...)

» xp_sqlagent_is_starting
— Used to determine if SQLServerAgent is currently in
the process of starting up, so that the job SP's can be
prevented from adding, updating and deleting job
data during this time since while starting
SQLServerAgent's ExternalRequestorEngine is not
running
» xp_sqlagent_proxy_account (2000 only)
— Stores the proxy account in the LSA (Proxy Account
is only used on Windows NT or Windows 2000)
» xp_sqlagent_param (2000 only)
— Stores SQL Agent secure parameters in the LSA
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SQL Agent Configuration

« All configuration settings are passed via the
command line or the Registry

Command line switches are part of the service
registration

— On Windows NT/2000

* HKLM\SYSTEM\CurrentControlSet\Services\ SQLAgent$DEV
REG_SZ ImagePath
C:\MSSQL80\MSSQL$DEV\binn\sglagent.exe -i DEV

Registry settings

— HKLM\SOFTWARE\Microsoft\Microsoft SQL
Server\<instance>\SQLServerAgent
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SQLAGENT.OUT

Fixed and easy to parse format
— Datetime stamp 2001-06-04 16:49:32
— Separator -

— Message type indicator
? = INFORMATION
+=WARNING
! =ERROR

— Message ID, between [ ] like [100]
— Message text (runs till EOL)
Default SQLAGENT.OUT is Unicode

Default verbose logging is off.
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Registry Config Settings

» SQL Enterprise Manager tweaks Registry
settings on the server, using xp_reg*

* Location in Registry
HKLM\SOFTWARE\Microsoft\Microsoft SQL
Server\DEVASQL ServerAgent

» Server re-reads the Registry settings

— If REG_DWORD AutoRegistryRefresh = 1
(default = 1)

— Every 90 seconds (interval can not be changed)

SQL Server Magazine LIVE!




Sub System Configuration

Stored in HKLM\SOFTWARE\Microsoft\
Microsoft SQL Server\instanceName\
SQLServerAgent\Subsystems

— Each subsystem, except TSQL has a default entry
Key is the name of the subsystem

Value contains:

— Absolute path to DLL hosting the subsystem

— Subsystem executable path

— Function names (3) for starting, stopping the subsystem and
executing job steps

— Maximum number of worker threads for the subsystem
exec msdb.dbo.sp_enum_sqlagent_subsystems
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Sub System Configuration

CmdExec

— SQLCMDSS.DLL, default 10 worker threads
ActiveScripting

— SQLATXSS.DLL, default 10 worker threads
T-SQL is hosted inside SQLAGENT.EXE,
therefore there is no file reference required.

— Default 20 worker threads

» To change, add a Registry value named TSQL (type
REG_SZ), containing the number of worker threads

Loaded subsystems logged in SQLAgent.out

— Subsystem '%s' successfully loaded (maximum
concurrency: %Id)
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Security

Main security context for SQL Agent is the service
account running SQL Agent

— On Win9x SQL Agent always runs under the security context of

the current user.

SQL Agent Service Account is used to connect to SQL
Server

— Unless standard security is used (RegularConnections = 1)

— Service Account must be member of sysadmin role

SQL Agent service account needs to be a member of the
Administrator group

— Required for LSA access if configuration setting:
RegularConnections = 1 or SysAdminOnly = 0
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Security...

Required privileges for the SQL Agent
service account are:

— SeServiceLogonRight

— SeTcbPrivilege

— SelncreaseQuotaPrivilege

— SeBatchLogonRight

— SeAssignPrimaryTokenPrivilege
Automatically set when using SQL-EM to
change the service account
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LocalSystem

Complete unrestricted access to local resources
Implicit member of Administrators group

— Therefore has a default login into SQL Server

Has no logon session SID

The registry key HKEY_CURRENT_USER is associated
with the default user, not the current user

Has no access to network resources like file shares,
pipes etc. (Win2K limited access)

— Therefore can not be used in a MSX-TSX environment

Do NOT turn on “Desktop interaction”, you do not want
message boxes etc popup

— Try executing NOTEPAD.EXE with Desktop interaction turned
on and off
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Security troubleshooting

» Determine what the service account of SQL

Agent is

— Make sure this account has a SQL Server login

— Is a member of the sysadmin role and therefore has
access to msdb and related objects

— The account has enough NT privileges to
impersonate other users or use sysadminonly = 1,
which disables jobs for non sysadmin members

SQL Server Magazine LIVE!




Proxy Account

» The proxy account is used as security context to
execute job steps when the job is not owned by
a member of the sysadmin role

— To check if a job is owned by sysadmin role execute
EXEC msdb.dbo.sp_sqlagent_has_server_access
@login_name = N'REDMOND\gertd'

— Information about proxy account is stored in the LSA
» Job step is impersonated
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Proxy Account...

* SQL Server 7.0

— The proxy account is hardwired to the local machine account
"SQLAgentCmdExec"
— Setup creates the account
— Can be reset using SQL Enterprise Manager
— The proxy account is by default enabled
+ REG_DWORD SysAdminOnly = 0
+ SQL Server 2000
— The proxy account is by default disabled
+ REG_DWORD SysAdminOnly = 1
— Can be assigned to any arbitrary local or domain account
« See xp_sqlagent_proxy_account
— Proxy account is instance specific information, when pointed to
same account, need to update each instance on password
changes!

SQL Server Magazine LIVE!

Proxy Troubleshooting

» Determine if the proxy account is enabled
— SysAdminOnly = 0
+ Determine the proxy account
— SQL 7.0 local machine account SQLAgentCmdExec
— SQL 2000 arbitrary local or domain account
exec master.dbo.xp_sqlagent_proxy_account 'GET'
+ Determine if the NT account exists
* Make sure that the proxy account has a valid SQL
Server login with appropriate rights to execute the job
steps
— The proxy account does not need access to msdb or related

SQL Agent objects, only the job step is executed under this
account
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Job Step Security Context

+ T-SQL job steps can run as:

— Self

* If not sysadmin role member:
SETUSER N'DOMAIN\JobOwner' WITH NORESET

—dbo
SETUSER N'dbo' WITH NORESET
— guest
SETUSER N'guest' WITH NORESET
» Set using

sp_add_jobstep @db_user_name = N''|[N'dbo' [N'guest"'
+ Or Advance tab on Job Step dialog
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Job Step Security Context

» CmdExec / Active/X Script
— If job owner is a member of sysadmin role, execute job step
under the security context of the SQL Agent service account
— If job owner not sysadmin role member, impersonate the proxy
account
+ CmdExec
— Process started under impersonated context
— CreateProcess() vs. LogonUser() + CreateProcessAsUser()
+ Active/X Script
— Thread that executes Active/X Script is executing under
impersonated context
— LogonUser() + ImpersonateLoggedOnUser()
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Job Ownership

+ Job can be owned by any user which has a SQL
Server login
— msdb.dbo.sysjobs.owner_sid is joined with
master.dbo.syslogin.sid
» By default the security context of the invoker of
sp_add_job becomes the owner
— Unless the @owner_login_name parameter overrides
this default.
— The name gets resolved back into a SID

» Ownership can be changed using:
sp_update_job @owner_login_name
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Threading

SQL Agent Base Threads:

— Job Invocation Engine (CoreEngineMask = 1)
Alert Engine (CoreEngineMask = 2)

« Net Send spawns temp thread

« Separate thread for NT Event Log handling
External Requestor Engine (CoreEngineMask = 4)
Auto Start Engine (CoreEngineMask = 8)
— Mail Dispatcher (CoreEngineMask = 16)
— Idle Processor Poller (CoreEngineMask = 32)
— TSX Connection Handler
— Win9xServiceCtrIHandler (Win9x only)

All threads run on the same priority
(THREAD_PRIORITY_NORMAL)
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Worker Threads

Worker Thread Pool
— Windows 9x max. 8, cannot be changed
— Windows NT default 0 (unlimited)
+ REG_DWORD MaxWorkerThreads = 0
« If MaxWorkerThreads > 200 effectively use 0
Max. Threads per Subsystem
— Defined in Registry
+ CmdExec = 10, Active/X Script = 10, TSQL = 20
Sub system worker threads exceeded
— [251] Step %ld of job %s is being queued for the %s subsystem
Total worker threads exceeded
— [398] The job (%s) cannot be run because the maximum number
of jobs (%Id) are already running. Please try this job again later."
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SQL Agent Jobs

Jobs contain 1 or N Job Steps

— A Job Step is associated with a sub-system
» CmdExec, T-SQL (ODBC), Active/X Script

— In a multi-step job, steps are dependent based on
"success" or "failure" of previous job step

— Job steps properties: retry count, retry interval, output
file (T-SQL and CmdExec)

Only one instance of a job can be executing at
all times

Max job step size is NVARCHAR(3200)
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Job Schedules

« Jobs can refer to 0 to N schedules
— Schedules can invoke a job:
+ On Start of SQL Agent
+ OnCPUidle
* OnTime X
* Recurring (daily, weekly, monthly etc.)
— Keep it simply!
— Use job steps to start serial jobs, do not try to time schedule them.
« Overlapping schedules
— There can only be one instance of a given job at a certain time
— The job “next time to run”, is only determined at startup and after each
time the job is finished. Or if the schedule of a job is changed (signaled
by sp_sqglagent_notify)
« Smallest schedule recurrence is 60 seconds
« Schedule can be disabled
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Job Execution Model

eduling/Execulion Model

Job Execution N -
Engine + Job Manager Thiead L
‘ Cache Job Steps
1 For Each Step...
Job Scheduling f
Engine 1 | Execute Command Command Process
4 | Rely (if required)
On-Demand | On Success/Fail Logis
User Request
1 Job Completion Processing
Boot Up Sequence f—

T-SQL Job Steps

« Use ODBC connection
« LoginTimeout default = 30s
« Current database set by Job Step
— sysjobsteps.database_name
« RaisError fails the job step
« Default SET options
SET TEXTSIZE 1024
SET LANGUAGE us_english **
SET DATEFORMAT mdy **
SET DATEFIRST 7 **
SET ANSI_NULL_DLFT_ON on
SET ANSI_WARNINGS ON
SET ANSI_PADDING ON
SET ANSI_NULLS ON
SET CONCAT_NULL_YIELDS_NULL ON
(** language specific, based on server)
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T-SQL Best Practices

Wrap the payload inside stored procedures if
possible
— Allows larger scripts (> 3200 char)

— Allows for better, easier and more controlled error
handling of the T-SQL and the success and failure of
the job step

Do not change job / job steps /step
dependencies at runtime

Prevent dynamic job building
— Job steps that add job steps to the job at runtime
T-SQL in job steps does require error handling!

SQL Server Magazine LIVE!

CmdExec Job Steps

Executes using cmd.exe /c <command>

— Win9x command.com /c <command>
sysjobsteps.cmdexec_success_code

— Determines success or failure errorlevel
GetExitCodeProcess() used for step exit code
Force success or failure

— Add Exit 0 or Exit 1 (assume default
cmdexec_success_code = 0) after last command
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CmdExec Best Practices

Do NOT (as in NEVER) launch Windows applications,
only command line tools.
— Use EXETYPE to determine
— Will cause a hang of your job and cause resource problems for
the service
Know your command line tools return codes
— Create a batch file .BAT or .CMD which executes the
commandline and prints the return code using @echo errorlevel,
0 (zero) is default for success
Test security context
— When accessing network resources like file shares, pipes etc.
— Know your environment variables
+ Schedule a SET command
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Active/X Script Job Steps

Return success or failure by setting

— Main = 0 or Main =1

Script host executes on own thread
Global object SQLActiveScriptHost

— Writing to the job history

— SQLActiveScriptHost.Print "Hello World"
Supported script engines

— Xp_enum_activescriptengines

— Tested with VB Script, ECMAScript (JScript) and Perl
Script 5.6
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Active/X Script Practices

» Always destroy created objects
— Set obj = Nothing
» Turn off JIT debugging on production machines

— HKCU\Software\Microsoft\Windows
Script\Settings\JITDebug
REG_DWORD = 0

— If running as LocalSystem update the Default User
settings

* Do not invoke Ul components
— SQL Agent does not have a Desktop attached
(winsta0)
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Using Job Step Tokens

» Tokens allow for making job steps independent
of a server and/or job specific information
» Works like a pre-processor

— Tokens are replace at runtime, before the job step is
executed by the associated sub-system.

— Tokens are case-sensitive
» Common problems/mistakes

— Value based replacement, so you still need to add
quotes for example or convert data types

— Tokens can cause naming conflicts after the search
and replace

To troubleshoot, use print statements
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Tokens Example (Script)

Set ss
Set BB

CreateObject ("SQLDMO.SQLServer")
CreateObject ("SQLDMO.Backup")

Set DB = CreateObject ("SQLDMO.Database")
SS.LoginSecure = True

SS.Connect "[SRVR]"

For Each DB In SS.databases

If DB.Name <> "tempdb" and DB.Name <> "model" _

And DB.Status <> 992 Then
BB.Database = DB.Name

BB.Files = "[SQLDIR]\BACKUP\" + BB.Database + _

"_DB_on_[MACH] . [DATE] - [TIME] "
BB.SQLBackup SS

End If

Next

Ss.Disconnect

set DB = Nothing
set BB = Nothing
set SS = Nothing

Tokens Examples

T-SQL

- select * from msdb.dbo.sysjobs where

job_id = convert(uniqueidentifier, [J0BID])

CmdExec

— Step 1
DIR [SQLDIR]\LOG

— Step 2
ROBOCOPY [SQLDIR]\LOG C:\BACK *.? /S
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Summary

Architecture overview SQL Agent
Configuration & Settings

Security

Threading

Jobs & Job Steps
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? Questions?

e-mail GertD@SQLDev.Net
http://SQLDev.Net

Thank you!

+ Please drop off your
session evaluations in
the basket at the back
of the room!

* Your comments are
greatly appreciated!
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MSDB is crucial

» Treat MSDB like a regular production database
— Include MSDB in your recovery plans
— Make frequent full database backups
* msdb always runs uses simple recovery model
— Script out all jobs and put then in a SCC system
* Do not use attach-detach between servers
and/or instances to move around jobs.
— Script jobs instead (SQL-EM or SQL-DMO)
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MSDB Disaster Recovery

» Option 1 - Restore Database
— Restore backup, no additional work required
» Option 2 - Recreate

— Recreate MSDB using INSTALL\INSTMSDB.SQL, assures the
correct version of SPs, codepage and sort order matching you
server version.

— Run backup scripts from SCC to recreate jobs
— NOTE: Lost all job history

» Option 3 - Attach or Restore from a different server
USE ONLY AS THE LAST RESORT!

— Make 100% sure to use compatible versions, codepage and sort
orders!

— Rename server references to the correct name!
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Command Line Switches

SQLAGENT.EXE

-C  Command line mode vs. service mode
-V Verbose

-l Instance name

-R  Read cache file (sglcache.bin)

-J Show job IDs

-U UserlID

-P  Password

-X  Secure command line

-W  Win9x instead of Windows NT/2000
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Registry Settings

AutoRegistryRefresh, default 1 (true)
ErrorLogFile (default = LOG directory)
C:\MSSQL80\MSSQL\LOG\SQLAGENT.OUT
ErrorLoggingLevel (default = 7)

— LOG_ERRORS =1,

— LOG_WARNINGS = 2,

— LOG_INFORM =4,

- LOG_ALL=7

OemeErrorLog, default =0
ErrorMonitor default = ""

— NET SEND for error message
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Registry Settings...

NonAlertableErrors default = 1204, 4002
— Max 512 entries

EventLogPeekinterval default = 20s

— NT Event Log polling interval in seconds
EventlogSweeping default = 0 (false)
PerformanceSamplinglnterval def = 20s
— Triggers sp_sqlagent_get_perf_counters
IdleCPUDuration default = 600
IdleCPUPercent default = 10
MaxWorkerThreads default = 0 (NT)

— Registry key not automatically created
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Registry Settings...

PersistentJMConnection default = 0
LoginTimeout default = 30s
LogTSQLStepErrors default = 0
PingConnection default = 1
RegularConnections default = 0
TSQLWaitTime default = 10ms (2000 only)
TSQLRowBatchSize default = 50
UseUserLocale default = 0
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Rename SQL Agent

* When renaming the machine/server or
loading/restoring a msdb database from a
differently named server
— You need to update the originating_server column in

the sysjobs table to reflect the correct server\instance
name. (2000 only)

— See sp_sqlagent_rename (see Toolbox)

— When connection to SQL Server using an alias,
update the alias

— Make sure you have no hard coded server name
reference inside Job Steps, use tokens instead.
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Job flow

« Job Steps dependencies stored in:
— sysjobsteps.on_success_action
+ 1= Quit with success (default)
* 2= Quit with failure
* 3= Go to next step
+ 4 =Go to step on_success_step_id
— sysjobsteps.on_success_step_id
— sysjobsteps.on_fail_action
* 1= Quit with success
2= Quit with failure (default)
+ 3 =Go to next step
* 4 = Go to step on_fail_step_id
— sysjobsteps.on_fail_step_id
« Retries and Retry timeouts
— sysjobsteps.retry_attempts
— sysjobsteps.retry_interval
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Tokens
[A-DBN]  Alert database name [SQLDIR] SQLServer root
[A-SVR]  Alert server name g!{%‘istgq e eg.
[A-ERR]  Alert error number . A
[A-SEV]  Alert error severity [STRTDT]  Job start time

[STRTTM] Job start date
[LOGIN]  SQL login ID (if
connecting non-

[A-MSG] Alert message text

[JOBID]  Jobid as GUID trusted)

[STEPID] Step id as tinyint [PSWD] SQL password (if

[DATE] Current date ﬁag?ggtmg non-

TIME Current time

{MACI]-H Machine name [OSCMD] Command interpreter
(computer name) P"eé']’ﬁn'eﬁd m /e o

[MSSA]  Master vg?n ei‘e '9)0 co
SQLServerAgent name ) .

[STEPCT] Number of times this [SRVR] Fﬁzgﬁgggwgn(g?f'“de
?e?(glugisneﬁg?rli]eg) server is an instance)

9 [INST] Instance name, returns

_empty string if default
instance
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