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Target Platform

• Compaq iPAQ running Pocket PC 2000 or 
Pocket PC 2002

• SQL Server 2000 Windows CE Edition 
version 1.1

• Windows 2000 Server with Internet 
Information Server 5.0

• SQL Server 2000 Standard Edition
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Application Design Issues

• Windows CE devices are mobile
– Wired networks offer limited usefulness

• Wireless is the standard
– Device form factor affects choices
– 802.11b is the standard
– Bluetooth and GSM/CDPD becoming 

common
• CDPD – AirCard 300
• Bluetooth – Built into iPAQ 3970
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Application Design Issues (cont.)

• Users want to share and merge data with other 
applications on other computers
– Remote Data Access via network or SQL Server 

Relay Agent
– Merge Replication via network

• Communication channels are inconsistent or 
non-existent
– Store and forward design is common

• Storage is limited - only 32 or 64 MB of RAM
– IBM Microdrive and 1 GB flash memory
– 2 & 5 GB hard disk in PC Card format
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Application Design Issues (cont.)

• Storage can be detached from the device
– It can happen at any time

• Theft of data is significant risk
– Passwords stored on device may compromise LAN

• Small screen size and no keyboard
– Pre-filled combo boxes
– Auto-complete text boxes
– Auto-correction of errors
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Database Design
• Databases are detached from DBMS

– Similar to ADO.NET design
• Horizontally partition data by user

– User ID, SSN, employee ID, NT Account, etc.
– Use the WHERE clause to limit data

• Design with indexing in mind
• Full normalization is not always a good idea

– Normalize data on SQL Server
– Balance joins against data duplication

• Keep it small - use as few bytes as possible
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Database Design (cont.)

• Minimize queries
– Each access uses power, especially if data is on a 

hard disk
• Expect changes in the hardware environment

– Plan for removal of the data storage device
– Plan for loss of network connectivity
– Open database when needed, close ASAP
– Use transactions for critical operations

• One User, no locking
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Password Protection and 
Encryption

• SQL Server CE uses MD5 to hash the password 
and some random bits into a 128 bit key

• Encryption uses the RC4 algorithm
• Caution: 128 bit keys in RC4 may be broken 

soon
• Change passwords often
• Make passwords as long as possible

– SQL Server CE supports 40 letters,  numbers, & 
symbols

SQL Server Magazine Live!

Remote Data Access

• The easiest way to build schemas and 
load data

• Supports SQL Server 6.5, 7.0, 2000
• Automatically restarts if network 

connection lost
• Demonstration – evbSimpleRDA

– Modified to include password protection and 
encryption
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Network Access

• No network card? Use the Relay Agent
• 802.11b? Use Wireless Equivalency 

Protocol (WEP)
• SSL is a requirement
• Determine network authentication 

mechanism
• Demo – The Session Scheduler
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The User Interface

• Data-driven combo boxes and list boxes 
make data entry easier

• Tabs are better than scrolling
• Use pictures
• Keep “typing” to a minimum
• Demo – The Pocket Eval
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Thanks!

• Source code available at the event web 
site and at http://www.Holistech.com

• Email address: Morris@Holistech.com


