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Who am 1?

+ Senior DBA with Targitinteractive

+ SQL Server MVP

» PASS Technical Advisory Counsel

+ Executive Counsel Member - NESUG
* MS Certified Professional

* Unify — VFP — SQL Server
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Today’s Agenda

+ Dynamic SQL
— Exec()
— Sp_executeSql
— Performance
— Permission Issues
— Do’s & Don'ts

* Xp_cmdShell
— Permission Issues

— Do’s & Don'ts

+ Summary & Questions
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What is Dynamic SQL?

» BOL states: Dynamic SQL statements consist of
character strings that can contain question
marks (?) as parameter markers, which act as
place holders for input data. Ex: DELETE
FROM Table WHERE LName = ?

+ The ability to execute one or more lines of
TSQL code generated in an Adhoc or
Dynamic fashion.
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What can | use it for?
* Pretty much anything you want....

— Build Selects, Inserts, Updates and Deletes
on the fly

— Database maintenance tasks

— Reporting

— Allow end users to hack your data
— Etc., Etc., Etc.
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EXEC() Overview

 Pretty easy to use for simple adhoc statements.
Most anything you can put in a string can be
executed similar to this:
« EXEC(‘ SELECT * FROM * + @Table )

» Very defined scope for objects and variables
while executing

Support for returning values is limited
Permissions are limited

Not easy to cache and re-use

Not as fast as straight SQL
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sp_executesql Overview

» More difficult to build properly. Requires
the building of several parameters

+ Better defined scope than EXEC()

» Supports both input & output parameters
+ Same permissions issues as EXEC()

* More likely to reuse a cached plan

* Speed is about the same as EXEC()
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OK, How does it work?
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What is xp_cmdShell

+ BOL states: Executes a given command
string as an operating-system command
shell and returns any output as rows of
text.

+ Essentially executes any DOS type
command from within a stored procedure
or scheduled job.
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What can | use it for?

+ Allows a vast array of tasks similar to
dynamic sqgl but at the command prompt
level.

Virtually any command (fixed or dynamic)
you could execute from the DOS prompt
can be executed from within your tsq|
code.
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Xp_cmdShell Overview

Gets passed a single string that
constitutes the command(s) to be
executed. The only option is to suppress
any output back to the client.

Some resulting output may be difficult to
use as a result set.

* Not scoped to the calling procedure at all.
» Permissions can be difficult to work with.
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Syntax from BOL

« xp_cmdshell {'command_string'} [, no_output]

« Arguments

« ‘command_string'

« Is the command string to execute at the operating-system command
shell. command_string is varchar(8000) or nvarchar(4000), with no
default. command_string cannot contain more than one set of
double quotation marks. A single pair of quotation marks is
necessary if any spaces are present in the file paths or program
names referenced by command_string. If you have trouble with
embedded spaces, consider using FAT 8.3 file names as a
workaround.

+ no_output
Is an optional parameter executing the given command_string, and
does not return any output to the client.

Return Code Values
0 (success) or 1 (failure)
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Account Permissions

* When xp_cmdshell is invoked by a user who is a
member of the sysadmin fixed server role,
xp_cmdshell will be executed under the security context
in which the SQL Server service is running.

* When the user is not a member of the sysadmin group,
xp_cmdshell will impersonate the SQL Server Agent
proxy account, which is specified using
xp_sqlagent_proxy_account. If the proxy account is
not available, xp_cmdshell will fail.

* On Windows 9.x, there is no impersonation and
xp_cmdshell is always executed under the security
context of the Windows 9.x user who started SQL
Server.
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Lets dive in to the code...
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Summary

+ EXEC() & sp_executeSql

— Both allow adhoc statements. Very powerful but don’t
use it unless you really need to

— Sp_executesql is more flexible than Exec() and is
more likely to reuse a cached plan

— User must have all the permissions to do the adhoc
task at hand

— Limited scope within the execution

— Potential security implications

— May or may not be faster than straight tsql
— Not ANSI or portable
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Summary

+ Xp_cmdShell
— Allows access to non-tsqgl types of commands
— Can return a result set but isn’t required
— Uses either the SQL Server or Proxy accounts
— Another potential security hole if not careful
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Links

http:/support.microsoft. It.aspx?scid=kb;en-us;Q243588 Adhoc performance issues
: microsoft. default.aspx?scid=kb;en-us;Q243586 Stored Procedure Recompilation
microsoft. default.aspx?scid=kb;en-us;Q262499 Output vars with sp_executeSql
: microsoft. It.aspx?scid=kb:en-us;q305977 Table Variables
http://www.users.drew.edu/skass/sql/ Various scripts by Steve Kass
http://www.algonet.se/~ ic_sgl.html  Curse and i of Dynamic SQL
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Questions & Answers
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Thank you!

» Please drop off your
session evaluations in
the basket at the back
of the room!

* Your comments are
greatly appreciated!
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