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Why Use Views?

» SQL Server provides a rich security model
— Login
— Database
— Object
« Table or view column
— Stored procedure
— Command
» SQL Server permissions can be granted only to
the column level
— No provision for limiting access to specific rows
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Context-based Security

» Very simplest form
— User can see data about his/her department
« Create a role for each department
* Make users members of specific role
« Create a view over a table for each department
— Dept100View, Dept200View, etc.
« Grant privileges on each view to the appropriate role

— Big pain to manage

+ Views allow you to develop context-based
security
— Data visibility is based on who you are
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Who Are You?

» Three system functions
suser_sname ()

* Returns the login name for the current logged in user
e suser_name () OKin 6.5 and 7 but not in 2000

suser_ sid()

« Returns the security identification number for the current
logged in user
e suser_id() okin 6.5 and 7 but not in 2000

SYSTEM_USER

* Returns the login name for the current logged in user
« ANSI
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Who Aren't You?

» Only the functions on the previous page return the login
info
— Invariant regardless of which database is being used
» The following functions return information about the
current database
- user_name (), user_id
- SESSION_USER, USER, CURRENT USER
+ Example — logged in as sa
SELECT suser_sname () AS 'suser_sname',
user_name () AS 'user_name',

SYSTEM_USER AS 'SYSTEM_USER',
SESSION_USER AS 'SESSION_USER'

suser_sname user_name SYSTEM USER SESSION_USER
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Simple Example

» User can see members of his/her department
only

CREATE TABLE Employees
(EmployeeID int IDENTITY,

FirstName varchar (20) NOT NULL,
LastName varchar (20) NOT NULL,
DeptNum int NOT NULL,
LoginName sysname NOT NULL)
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Simple Example (continued)

CREATE VIEW EmpView

AS
SELECT * FROM Employees
WHERE DeptNum IN
(SELECT DeptNum

FROM Employees
WHERE LoginName = suser_ sname())

» Works well when there is a straightforward
relationship between users and rows
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Who Reports to Whom?

CREATE TABLE Employees
(EmployeeID int IDENTITY,
FirstName varchar (20) NOT
NULL,

LastName varchar (20) NOT NULL,
DeptNum int NOT NULL,
ReportsTo int NULL,

LoginName sysname NOT NULL)
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Who Reports to Whom?

(continued)

CREATE VIEW MyReports

AS

SELECT *

FROM Employees

WHERE ReportsTo IN
(SELECT EmployeeID

FROM Employees
WHERE LoginName = suser sname())
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* Demo 1
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Real-World Example

+ Client
— Non-profit agency responsible for coordinating energy
assistance grants to low-income families

— Grants from
« Electric company
« Gas company
* Water department

— Agency organization
+ Central staff
« Neighborhood intake centers

— Evaluate customer needs
— Coordinate grants and services
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Security Requirements

Some data is public

— Names

— Addresses

All data is accessible to agency central staff

— Some restrictions based on organizational role

Some data is accessible only to workers in neighborhood

centers
— Can only see data about the customers they are working with

— Some restrictions based on organizational role
No funding source can see data about any other funding
source's money
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Development Guidelines

We knew row-level security was required from the
beginning of the project

— We did not know what the rules were in detail

Developers worked with views from Day 1

— Views had the same names as entities in the logical model

— Original views were simply a SELECT * from the base table
All retrieval and updating was done with stored
procedures

— No need to worry about updating through views

— Would have worked, though, since you can always update a

view that is the image of a table
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General Security

Implementation

» Five NT groups
— See Data Group 1
— Change Data Group 1
— See Data Groups 1 and 2
— Change Data Groups 1 and 2
— See, Change all including lookup tables
+ Five SQL Server database roles
— Each NT group a member of exactly one role
User management done entirely through NT
Cool thing is that suser_sname, etc. return Windows
login even when only the group is authorized to SQL
Server
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Vastly Simplified Data Model

ce:
l Occupants Houses
Programs
l L HouseOccupant J
IntakeCenters |
WorkOrders Invoices
SQL Server

Supplemental Tables

+ If there had been a single security criterion, only
views would have been needed

» Could implement
— See only those we work with
— See only those we pay for
with only a view
» Needed to identify
— Which rule applied to a particular user
— Which entries user was associated with

» Created the only place where security had to be
dealt with outside NT
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Supplemental Tables

(continued)
e I—
UsersPrograms
Users
l SQLServerLoginName
SecurityType
IntakeCenters ——m |
L enters
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Creating the Views — Level 1

create view Applications
as
select * from ApplicationsTable
where (exists (select * from UsersTable
where UPPER (SecurityType) = 'I'
and UPPER (SQLServerLoginName) =
UPPER (suser_sname () ) )
and IntakeCenterID in
(select IntakeCenterID from
UsersIntakeCentersTable
where UPPER (SQLServerLoginName) =
UPPER (suser_sname ())))
or (exists (select * from UsersTable
where UPPER (SecurityType) = 'P')
and ProgramID in
(select ProgramID from UserProgramsTable
where UPPER (SQLServerLoginName) =
UPPER (suser_sname ())))
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Creating the Views — Moving
along the model

CREATE VIEW Invoices
AS
select * from InvoicesTable it
where
not exists (select * from WorkOrdersTable wo
where it.InvoiceID =
wo.BilledToInvoiceID
or it.InvoiceID = wo.BilledByInvoicelID)
or InvoiceID in
(select i.InvoiceID from InvoicesTable i
inner join WorkOrdersTable wo
on i.InvoicelD = wo.BilledToInvoiceID
inner join ApplicationsTable a
on wo.ApplicationID = a.ApplicationID
« Continued ...
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View Continued

AND (exists (select * from UsersTable
where UPPER (SecurityType) = 'I'
and UPPER (SQLServerLoginName) =
UPPER (suser_sname () )

and IntakeCenterID in
(select IntakeCenterID from UsersIntakeCentersTable

where UPPER (SQLServerLoginName) =
UPPER (suser_sname ())))
or exists (select * from UsersTable
where UPPER (SecurityType) = 'P!'
and UPPER (SQLServerLoginName) =
UPPER (suser_sname () )
and i.ProgramID in
(select ProgramID from UserProgramsTable
where UPPER (SQLServerLoginName) =
UPPER (suser_sname ())))))
« Continued ...
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View Continued

or InvoiceID in

(select i.InvoiceID from InvoicesTable i
inner join WorkOrdersTable wo

on i.InvoiceID = wo.BilledByInvoiceID

inner join ApplicationsTable a

on wo.ApplicationID = a.ApplicationID
AND (exists

(select * from UsersTable

where UPPER(SecurityType) = 'I'

and UPPER (SQLServerLoginName)
UPPER (suser_sname () )

and IntakeCenterID in

(select IntakeCenterID from
UsersIntakeCentersTable

where UPPER (SQLServerLoginName)
UPPER (suser_sname () ) ))

« Continued ...
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View Continued

or exists (select * from UsersTable

where UPPER (SecurityType) = 'P'
and UPPER (SQLServerLoginName)
UPPER (suser_sname () )

and i.ProgramID in

(select ProgramID from
UserProgramsTable

where UPPER (SQLServerLoginName)
UPPER (suser_sname ()))))
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Assessment

* The strategy worked

» Performance was acceptable except for
one ad hoc report on Invoices
— Only activity done outside stored procedures

— ASP built complex WHERE clause based on
user input

— Solved by appending the view conditions to
the ad hoc query built by the ASP
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e Demo 2
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Thank you!

* Please fill out a
session evaluation
form
(blank forms are
located in your book).

Drop completed
session evaluations in
the basket as you exit
the room.
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